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Find this newsletter and lots of oth
useful information on our school website:
www.ewyasharoldprimaryschool.co.uk/
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http://www.ewyasharoldprimaryschool.co.uk

At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they feel
itis needed. This guide focuses on one of many apps which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for aduits.

R g s AR |
r'\&tgﬁca\sNeed%tog

A
]

'INTELLIGENCE (Al)
LUTIONS' f

3 miné‘;!.;: /ast data: ’f,‘}*eiﬁ lsuch as books, articles and
slation: ips, r S ‘p;ggg‘!e““ te text, images, audio,
uset [ nin: { g oems or books, creating

WHAT ARE

Al solutions, such as language i s . 8% Fundamentally, Al solutions et I —
models, generate their responses feus 019 o { oA L are machines or technology
gurely based on the data they've y . : b 'y, & Programmes that don’t have the

een trained on, which often . . ’ ability to take responsibility for the
comes from sources on the I - responses they generate. This could
internet. Whilst questions will often o 7 lead to confusion or
illicit relevant responses, if some of K t L - 3 L misunderstandings in certain cases
the information they've been ‘fed’ is WA b, Y 74 Py ; if the answers are taken as given.
incorrect, it follows that the answers N\ Vi For instance, image-generative Als
too may contain factual errors or i ; can lead to output clearly derived
inaccuracies. N ok from other peoples’ content but

" without any attribution to the

| ET—— — e ! original source artist's work.

REINFORCING BIAS §f < - J_ e r .
Al solutions, such as those - ) ‘ — a— ST,F”NG CREATN,TY

generating content orimages,
can perpetuate existing biases g g One of the potential risks of !

S

resent in the data they were ’ children and young people
rained, whether through the continually using Al solutions
algorithms written by humans or 1 I for things (such as their
the content taken from the web. A homework) is that eventually,
This could easily lead to biased ! 1 they might become reliant oniit.
responses and potentlallz reinforce ' - In the long term, this could
existint? stereotypes, such asthose B . potentially impact their
around gender, race or disability. & 1 . develofment and hamper their
i3 ] ] ability to think creatively or solve
e 77, WA ) & e i g) Froblems inde lently without
he aid of an Al tool.

IRRELEVANT x > A
INFORMATION T — =

Al solutions don‘t have the ability
to understand the context or
meaning behind a question ora
user request. Although highly : ‘
advanced, the Al relies entirely on : /
:’he d%tufig'sdbeen gxpﬁﬁd to :tnd is ; — il

evoid of independent thought or B ——
reasoning, which could leadto ? i e s =
irrelevant or even nonsensical e e == _
responses to queries. ! ~. // 4
<UL~ o= =

SO - =

_\_‘;,_Z‘Advice for Parents & Car 22

s’

CREATE A SAFE ENVIRONMENT | PROMOTE CRITICAL THINKING (@¥a DISCUSS BIAS

i i A
If possible, try to be around when your child A\ Explain to your child that Al solutions can be g Talkto your child about the I biases that may
uses any type of Al solution and employ content used as one of mam{‘tools to help them research . be gresemin the data that Al solutions are trained on,
filters to try and reduce the chance of profanity or and learn, but that they shouldn’t simﬁ% accept @ and how these' find their way into
age-inappropriate subjects upgeu!'!ng in onses. the responses they receive as the truth. Encourage the responses that N s. Again, with many

As with any kind of technology, it's sr‘:;go:tcn to them to question, verify and think critically about things children might read online, it's healthy for
ensure that children are using Al solutions the information they get back - all of which apply them to consider whether the information is factual
resdgonsib%und to be there to enable epportunities equally to any website or platform they use. and presented fairly. :

to discuss their use as part of a safe environment.

22 N [ & |
ENCOURAGE HUMAN INTERACTION ? & CHECK SCHOOL RULES

-

Not only should children supplement any use of software like Al
with additional resources such as books and reputable internet
sites, but they aiso should remember what they can learn from
interaction with other people. Discussing things with teachers,
relatives and friends isn’t just an important and often invaluable
aspect of learning - it's an essential part of life, too.

) g
Meet Our Expert ) \ | at.lonal
- N
Gary Henderson s the Director of IT at a large boarding school in the UK, | < O n I I n e
having previously taught in schools and colleges in Britain and the Middle e g ®
East. With a particular interestin digital citizenship and cyber security, he b y /‘ S qfety

believes itis essential that aduits and children alike become more aware of 4 g
[ #WakeUpWednesday

the risks assoclated with technology, as well as the many benefits.
Source: https:/fopenal.com/blog/chatgpt/ | httpsi//generativeainet/ | https./fwww.mckinsey.com/featured-=insights/rmic l-wmz-/—nmh.inoqe/m"n—nbunqévv:'r ve-ai

Make yourself aware of any rules or guidance your.

child’s school might have about the use of Al solutions. Most
software is still extremely new, so many schools may not yet have
a policy, however, it's important to make sure your child is aware of
how to use it appropriately and will be using it for the right reasons.

@ www.nationalonlinesafetycom 4 @natoniinesafety [ /Nationalonlinesafety  (G) @nationalonlinesafety

Users of this guide do so at theit own discretion. No liability is entered into. Current as of the date of release: 15.02.2023




At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they feel
itis needed. This guide focuses on one of many issues which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for aduits.
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WHAT ARE
THE RISKS?

" CONTENT AND
ACCOUNTABILITY

Al chatbots may not always be
able to recognise when contentis
age inappropriate or harmful and
should befiltered out. So there's a
possibility that children could be
exposed to offensive language or
explicit material while conversing
with theirvirtual friend. The
companies producing such Al
solutions are also unlikely to take
responsibility for any content that
their algorithms generate.

3

interms.of how,it'generatesinaturalllanguagelghas’s

Need tolknow/about |

[companiesireleasingnew/Alzbased/softwareloryaddinglan’Al

| Alcompanions are only as reliable

as the information they've been
Frogrummed with. The algorithms
hey use, therefore, may
unintentionally promote bias,
stereotypes or discriminatory
behaviour (as many originate from
the USA or the UK, for instance, they
candisplay a distinctly.
western-centric worldview). This
could lead to children developing
skewed attitudes and behaviours.

e

REDUCED SOCIAL A bl coonme [
CONTACT . SO [INTATIONS |

Although many are now undeniably
advanced, Al-powered chatbots
still have limitations in terms of
understanding complex concepts,
context and nuance. Dependin:
heavily on chatbots to help witl
learning or solving problems ma
stunt the development of a child’s
own powers of critical thinking,
creativity and ability to engage in
open-ended discussions with other

’ | ‘ \ { people. \
LACKOE QDY SNL 2 PRVACY A
SENSITVITY J 3 CONCERNS

Chatbots typically collect data

An excessive reliance on chatbots
for socialinteraction could
potentially cause a child to begin
reducing the amount of
face-to-face communication the:
have, leading to social isolation. |
young people become dependent
on chatbots to provide
companionship, it could very likely

{ hinder the development of their
real-life social skills.

Chul:??it sc{ftdwure isn"‘t tulwiu S
sophisticated enoughto pick up on c
sugtle emotional cuges or’:ecog?\ise : _GI;OUI users, Im‘:iludmg personal
signs of distress in children, as most ' 2 1 : « information and conversations.
humans would! It might therefore = === L Thisiis ostensibly to improve their
fail'torrespond ap ropriutel?l. Al N 4 Peﬂormunce as thgy radually
misinterpretingwhatit’s being told ” earn about our behaviour -hbl-tlt
or replying insensitively to a youn many experts are warning tha

userwho's already struggling could : £ s there may be significant risks
potentiallyimpac achﬁ&*s g i ¢ associated withhow this
emotionurwel?beipg or exacerbate 4 ) / ggg;mﬁittl;’gfls :ttgl;ﬁ?a?gse:i%: gtgre
any existing emotional issues. 4 p : / B b th#d Biitiasiion
= : ) g N instance)y.

Advice for P ts&C N —

¥y w=
CHAT ABOUT CHATBOTS

CREATE A SAFE ENVIRONMENT /848  FIND A BALANCE
el e e Rt i —— = MY s N S L B e
If Iyour childiis already expxr'zss_ln aninterestin If your child iIs keen to engage with Al chatbots, Work alongside your child to establish the right
Alapps, arelaxed, natural chat should help you encourage them to do so'in'a safe environment: balanceinterms of howthey might use Al-powered
to discover which ones they‘re aware of and how ideally in a shared space at home, soyoucan chatbots = and when it's appropriate. It‘simportant
they're using them (or are planning to). biscuss these easily keep an eye and ear on their progress. Set { tomake sure that children are still getting plenty of
options with'your child anc Eerhops do yourown up appropriate content filtering measuresin = = | opportunitiestolearn to solve problems for
research to ensure you think they're suitable. Once advance = and gently remind them that you'll be themselves, as well as building theirinterpersonal
you're totally happy; you could sit with youryoung one close by and ready to help with any questionsor | | skills through face-to-face conversations with friends,
and begin exploring Al chatbots together. concerns that may arise. HE ; family members and teachers. -

. . L ; i -

N | S
RECOGNISE THE RISKS

It's unlikely that most children will have even considered the
potential risks attached to having avirtual companion.Soit's
probably wise to explain some ofithe possible hazards and challenges
mandage which apps yourchild can download and use. This is W of Al chatbots to your child. In particular, emphasise that Alisn‘t a real
particularly important foryounger children, who may be more at i Ferson (howevermuch it might sound like one) and may occasionally
risk of being upset or frightened by inappropriate content. Il them something that isn't entirely impartial or accurate.

Meet Our Expert | | gg}ilggal

ACertified y Security F I' jonal (CISSP), Gary ¢ Is
the Director of IT at alarge boarding school in the UK, having previously taughtin S f ®
E afrety
: HWakeUpWednesday

TAKECONTROL

As with any form of npﬁ :r game, when it comes to Al chatbots we'd
trongly recommend that you consider employing parental controls
?elther on the device being used or within the software itself) to

schools and colleges in Britain and the Midcdle East. With a particular interest in
digital citi p and cyber rity, he itis ial that we become
more aware of the risks around technology, as well as the benefits.
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Users of this guide do so at their owh diseretion. No liability is entered into. Currentas of the date of release: 21.06,2023







