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1. Aims and Scope
Orchard Multi-Academy Trust recognises the potential of Al to enhance teaching, learning, and
operational efficiency. This policy sets out clear guidelines for ethical, safe, and responsible use of
Al by staff, trustees, governors, and pupils across our schools.
Key aims:
e Support Al use to improve teaching and reduce workload.
e Prepare staff and pupils for a future where Al is integral.
e Protect privacy and comply with UK GDPR.
e Ensure Al use is age-appropriate and safeguarding-focused.
Definitions:
e Open Al tools: Accessible by anyone; may store or share data (sometimes called “public”
or "consumer” tools).
e Closed Al tools: More secure; data not accessible externally (sometimes called
“enterprise” or “education-grade” tools).

2. Legislation

This policy aligns with:
e UK GDPR & Data Protection Act 2018.
o DfE guidance on Al and data protection.
e Government Al Regulation White Paper.



https://www.gov.uk/guidance/data-protection-in-schools/generative-artificial-intelligence-ai-and-data-protection-in-schools
https://www.gov.uk/government/publications/ai-regulation-a-pro-innovation-approach/white-paper

3. Regulatory Principles
We follow five principles:

Safety & Security:

o Ensure that Al solutions are secure and safe for users and protect users’ data

o Ensure we can identify and rectify bias or error

o Anticipate threats such as hacking

Transparency:

o Be transparent about our use of Al, and make sure we understand the

suggestions it makes
Fairness:

o Only use Al solutions that are ethically appropriate, equitable and free from
prejudice — in particular, we will fully consider any bias relating to small groups
and protected characteristics before using Al, monitor bias closely and correct
problems where appropriate

Accountability:

o Ensure that governance across Orchard Multi-Academy Trust and staff have clear
roles and responsibilities in relation to the monitoring, evaluation, maintenance
and use of Al

Contestability:

o Make sure that staff are empowered to correct and overrule Al suggestions —
decisions should be made by the user of Al, not the technology

o Allow and respond appropriately to concerns and complaints where Al may have
caused error resulting in adverse consequences or unfair treatment

4. Roles and responsibilities
The Board of Directors will:

¢ Take overall responsibility for monitoring this policy and holding school leaders to
account for its implementation.

¢ Review and update the Al policy as appropriate, and at least annually.

e Ensure school leaders are supported to make informed decisions regarding the
effective and ethical use of Al across the trust.

e Approve the Trust's Al risk framework and oversight approach (rather than maintaining a
fixed "approved list") and ensure appropriate data protection controls are in place for
higher-risk tools or uses, considering advice from the Data Protection Officer (DPO).

When using generative Al tools, trustees must:

e Use Al tools only in ways that meet the Trust's safety, data protection, and safeguarding
requirements (see Section 5 and Appendix 1).

¢ Seek advice from the DPO, IT lead or Designated Safeguarding Lead (DSL) as
appropriate.

e Check whether the tool is open or closed and understand the implications for data
security.

¢ Avoid entering any identifiable or sensitive information into open Al tools.

¢ Acknowledge or reference the use of generative Al in their work.

e Fact-check all outputs to ensure accuracy and reliability.



School leaders will:
e Take responsibility for the day-to-day leadership and management of Al use within
their school.
e Liaise with the DPO to ensure compliance with data protection legislation.
e Liaise with the DSL to ensure Al use aligns with Keeping Children Safe in Education
and the school’s safeguarding policy.
e Ensure all staff follow the guidance set out in this policy.
e Provide staff with appropriate training on effective Al use and potential risks.
e Ensure pupils are taught about the benefits and risks of Al in an age-appropriate
way.
e Monitor Al use locally, maintain an Al use/register where appropriate, and ensure staff
complete pre-use checks (Appendix 1).
Trust Data Protection Officer (DPO) will:
e Be responsible for monitoring and advising on compliance with data protection law,
including Al use.

Our appointed DPO who fulfils these requirements is HY Education, who can be
contacted by telephone on 0161 543 8884 or email at DPO@wearehy.com

Designated Safeguarding Leads (DSLs) will:
e Stay informed about emerging safeguarding risks related to Al.
e Update and deliver staff training on Al-related safeguarding threats.
e Respond to incidents in line with Keeping Children Safe in Education and the school’s
safeguarding policy.
e Understand and monitor filtering and monitoring systems on school devices.

All Staff will:
Be encouraged to use approved Al tools to reduce workload and improve outcomes,
provided they follow this policy.
To protect data when using Al tools, staff must:
e Use Al tools only in ways that meet the Trust's safety, data protection, and safeguarding
requirements.
e Seek advice from the DPO, IT lead or DSL as appropriate.
¢ Report any safeguarding concerns immediately to the DSL.
e Check whether the tool is open or closed and act accordingly.
e Avoid entering identifiable or sensitive information into open Al tools.
e Acknowledge or reference Al use in their work.
e Fact-check all outputs for accuracy.
e Follow the Al Tool Risk Checklist (Appendix 1) and record use where required by the
school.
All staff share responsibility for helping pupils understand the benefits and risks of Al and
guiding them to critically evaluate Al-generated information.
Pupils will:
Follow the guidelines set out in Section 7 of this policy (Use of Al by pupils).


mailto:DPO@wearehy.com

5. Use of Al by Staff, Directors and Advocates

5.1 Purpose and Professional Judgement

Orchard Multi-Academy Trust supports the use of Al to reduce workload and improve
efficiency. Generative Al tools can assist with tasks such as drafting letters, lesson planning,
and creating resources, but they cannot replace professional judgement.

The quality and accuracy of any Al-generated content remain the responsibility of
the person using it.

All Al-generated plans, policies, or documents must be clearly attributed.

Staff, trustees, and governors should only share Al-generated content if they are
confident in its accuracy.

Consider whether Al is appropriate for the task—responsible use does not mean it is
always suitable.

5.2 Selecting and Using Al Tools Safely (Risk-based approach)

Staff may choose Al tools that support teaching and reduce workload provided they:
o Comply with this policy and the Al Tool Risk Checklist (Appendix 1).
o Do not enter personal or sensitive data into open tools.
o Prefer closed/enterprise or education-grade tools for any processing of pupil,
parent, or staff data, and complete data protection controls where required.
o Understand whether a tool has real-time internet access and consider
accuracy implications.
o Fact-check and sense-check all outputs before use.
o Reference Al use where appropriate.
Local monitoring: Each school will monitor Al use locally, maintain records where
appropriate (e.g., tool name/purpose, data types, mitigations), and address issues
promptly, should this be required.

5.3 Registering New Tools or Uses (instead of a fixed “approved list”)

If a tool or use involves personal data, profiling, or could meaningfully affect
individuals (e.g., automated decisions, safeguarding relevance), staff must use tools
that are ratified by the head teacher of the school, who can consult with the Trust if
necessary. Orchard schools have certain Al tools that can be used and these are
listed at the end of Appendix 1, where personal data of pupils can be used within.
For low-risk, non-personal-data use (e.g., drafting lesson outlines without real data),
staff should perform the Appendix 1 checks.

The CEO with Headteachers provides oversight of Al strategy and risk-based
decisions, informed by DPO advice, rather than maintaining a static approved list.

5.4 Data Protection and Privacy

Personal or sensitive data must never be entered into unauthorised or insecure Al
tools.

Any breach will be treated as a data protection incident and handled according to
the trust’s Data Protection Policy.



5.5 Intellectual Property
e Pupils retain IP rights to their original work.
e The trust will not allow pupil work or other intellectual property to be used to train
Al models without consent or legal exemption.
e Legal advice will be sought where copyright exemptions are unclear.

5.6 Bias
Al tools can perpetuate bias, particularly around protected characteristics.
e All outputs must be critically reviewed and fact-checked.
o Staff will receive training on identifying and mitigating bias.
e Al use will be regularly reviewed for fairness.
e Concerns from parents or pupils will be handled through the trust’s complaints
procedure.

5.7 Raising Concerns
o Staff should raise any concerns about Al use with their school leader.
o Safeguarding concerns must be reported immediately to the DSL in line with the
trust’s safeguarding policy.

5.8 Ethical and Responsible Use
The trust will always:
e Use Al tools ethically and responsibly.
o Follow equality principles when using Al.
e Check whether tools have real-time internet access and consider accuracy
implications.
e Fact-check and sense-check all outputs before use.
Staff, Directors and Advocates must not:
e Generate content to impersonate, bully, or harass.
e Create explicit or offensive material.
e Input discriminatory or inappropriate prompts.

6. Educating Pupils About Al

At Orchard Multi-Academy Trust, we believe pupils benefit from a knowledge-rich
curriculum that helps them become informed, responsible users of technology and
understand its impact on society. Building strong foundations ensures pupils develop the
skills to use Al safely and effectively.

Across our schools, pupils will be taught about:
¢ Creating and using digital content safely and responsibly, including respecting
privacy and copyright.
¢ The limitations, reliability, and potential bias of Al tools, so they understand that Al
outputs are not always accurate or neutral.
¢ How information online is organised and ranked, helping pupils think critically about
search results and Al-generated content.



¢ Online safety, including strategies to protect themselves from harmful or misleading
content.

These topics will be embedded in computing, PSHE, and cross-curricular learning, ensuring
pupils understand both the benefits and risks of Al in an age-appropriate way.

7. Use of Al by Pupils
Orchard Multi-Academy Trust recognises that Al can support learning when used
appropriately. Pupils may use Al tools:

e Asaresearch aid to explore new topics and ideas under teacher supervision.

e When discussing Al in lessons, for example in computing or creative projects such as

art activities involving Al-generated images.

All Al-generated content must be age-appropriate, relevant to learning objectives, and
clearly attributed.

Restrictions
To prevent misuse, pupils must not use Al tools:
e During any formal assessments, including internal tests and external exams.
e To write homework or classwork where Al-generated text is presented as their own
work.
e To complete tasks such as maths calculations or question answers using Al, unless
explicitly permitted by the teacher for learning purposes.
This list is not exhaustive. Teachers will provide clear guidance on acceptable use.

Referencing

Where Al tools have been used as a source of information, pupils must reference:
e The name of the Al tool.
e The date the content was generated.

Ethical Use
Pupils must never:
e Generate content to impersonate, bully, or harass others.
o Create or share explicit or offensive material, including inappropriate or sexualised
images.
e Input offensive, discriminatory, or inappropriate prompts.

8. Formal Assessments
Al use in assessments is prohibited across Orchard Multi-Academy Trust.



9. Staff Training
Annual training on Al use integrated into safeguarding and online safety CPD. Staff will
learn:
e How to select and use Al tools that meet the Trust’s safety, data protection and
safeguarding requirements (risk-based approach).
e Risks and ethical considerations.
e Bias monitoring and fact-checking.
o Safeguarding and online safety in Al contexts
o Data protection and privacy compliance
Please note: this list is not exhaustive.

10. Safeguarding
Orchard Multi-Academy Trust recognises that the use of generative Al can, in some
circumstances, lead to safeguarding concerns. These may include, but are not limited to:
e Sexual grooming
e Sexual harassment
e Sexual extortion
e Child sexual abuse or exploitation material
e Harmful or inappropriate content
¢ Harmful advertisements and promotions
e Bullying or harassment
If any safeguarding concern arises from the use of Al, it must be reported immediately to
the Designated Safeguarding Lead (DSL).
All incidents will be managed in line with each school’s Child Protection and Safeguarding
Policy.

11. Breach of This Policy
By Staff
Any breach of this policy by staff will be managed in line with the trust’s staff code of
conduct and disciplinary porcedure.
Where disciplinary action is appropriate, it may apply whether the breach occurs:

e During or outside working hours.

e On a personal device or a school device.

e At home, in school, or from a remote location.
Staff must fully cooperate with any investigation into a suspected breach. This may include
providing access to:

e The Al application in question (whether authorised or not).

e Relevant passwords or login details.
All staff must report any breach—by themselves or others—to their senior leader
immediately.

By Directors or Advocates
Breaches by Directors or Advocates will be addressed in line with the trust’s governance
procedures and may involve formal review by the Board.



By Pupils
Any breach of this policy by a pupil will be dealt with according to each school’s Behaviour
Policy

12. Monitoring
Al technology, and the benefits, risks and harms related to it, evolves and changes rapidly.
Consequently, this policy is a live document that must be kept updated whenever there is a
significant change to either Al use by the trust or the associated risks of Al usage.
e Schools will monitor Al use locally (e.g., via an Al use/register, periodic review of
classroom uses and administrative processes).
e The DPO will advise on compliance, DPIAs and appropriate controls.
e This policy will also be regularly reviewed and updated to align with emerging best
practices, technological advancements and changes in regulations.
We will ensure we keep members of the trust community up to date on the use of Al
technologies for educational purposes. As part of our regular surveys, feedback from pupils,
parents/carers and staff will be considered in the ongoing evaluation and development of Al use
across the schools in our trust.

13. Links with Other Policies
o Data protection policy
e Child protection/safeguarding policy
e Behaviour policy
e Online safety policy
o Staff code of conduct policy



Appendix 1: Al Tool Risk Checklist & Examples (non-exhaustive)
Use this checklist before using any Al tool. If in doubt, seek advice from the DPO/IT/DSL.

A. Data Protection & Privacy

e What data will you enter? Avoid entering personal, sensitive, or special category
data into open tools.

e Isthe tool “open” (public) or “closed” (enterprise/education-grade)? Prefer closed
for any real data.

e Where is data processed/stored? Check location and retention (links in vendor
privacy/docs).

o Does the vendor use your inputs to train their models? Disable training or use a
version that prevents this.

B. Safeguarding & Online Safety
e Could the tool expose pupils/staff to harmful or inappropriate content?
e |sthere adequate supervision, filtering, and monitoring on school devices?
e Isthe use age-appropriate and aligned to curriculum?

C. Fairness, Bias & Accuracy
e Could outputs disadvantage protected groups?
e Will you fact-check critical content?
e Does the tool have real-time internet access that might introduce misinformation?
Plan checks.

D. Purpose & Proportionality
e Is Al the right tool for the task?
e Are there simpler, safer alternatives?
e Have you planned how you’ll reference/acknowledge Al use where appropriate?

E. Logging & Oversight
e For low-risk, non-personal-data uses: complete the checklist and follow your school’s
Al use/register process.
e For higher-risk uses (personal data, profiling, consequential decisions): consult DPO,
complete a data protection control, and apply agreed controls.

Examples (illustrative, not approvals)
¢ Low-risk: Drafting lesson outline using a closed tool without entering personal data
- record in school register if requested.
¢ Moderate-risk: Translating a parent letter where personal data could appear = use
a closed/enterprise tool with data controls; consult DPO if unsure.
¢ High-risk: Any tool that profiles pupils or influences decisions about
support/intervention - data protection controls and leadership/DPO oversight.
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Example Approved Tools List for schools.

Those included below are agreed by Orchard MAT and do not need to be checked when

using High-risk data (as decribed on previous page).

Approved Al Tools
Arbor Al

Approved For

Teachers

Approved Uses
e Analysing data

Admin staff e Letters to parents and carers
CoPilot Teachers e For use when logged in with
Admin/office staff Orchard tenancy -
TAs ...@orchardmat.org.uk
Pupils
Governance
Key GPT Teachers e Letter to parents/carers
Admin/office staff e Job desciptions and adverts
Governance e Interview questions
SLT Al Senior Leaders e Action plans
e SEF
e SDP
Teachmate Al Teachers e Lesson planning
Magic Al Pupils e Curriculum planning and

Teachers
TAs

delivery.
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